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AMENDMENTS 

Claim amendments: 

The following shows the status of all claims: 

Claim 1 . (Currently Amended) A cor^puter system for pr o v o nting 
configured to prevent illegal uno of GoftwcVre access to secret information , 
comprising: 

secret information storage means |or storing secret information to be 
protected from illegal access ; 

cryptosystem key storage means /for storing a cryptosystem key used for 
decrypting tho oocret encrypted secret / information stored in the secret 
information storage means; / 

illegal access determining meanfs for determining whether an me#a4-access 
to the system i s performed is illegal ; cind 

cryptosystem key updating mians for updating the cryptosystem key 
used for decrypting encrypted secrel information stored in the secret information 
storage means upon each access tc/ the system, v 

wherein, if an access to the System is legal, the cryptosystem key 
updating means updates the cryptiisystem key for decrypting encrypte d secret 
information prior to decrypting thj secret information, such that the 
cryptosystem key will correctly dicrypt the secret information, and providing the 
Game k o y for a cryptooyot o m k e yl uood for r oo ncrypting the s e cr e t i nformation 
Gtorod in th o cocrct information dtorag o m o ans and a cryptooyst e m koy which is 
Gtorod 00 tho updated cryptoGysiom key in tho cryptooyGtom koy otorago moans 
i f th e i l lo gal o cceGO d e termining Inc a nG dct o ctG no i li og ol accoGs; 

wherein, if an access to tde system is illegal, the cryptosystem key 
updating means updates the crJptosystem key for decrypting encry pted secret 
information prior to decrypting ihe secret information, such that the 



cryptosystem key will not correptly decrypt the secret information. providing 



different koyo for tho obovo twb kindo of cryptooystem koys if tho i l logal occ o gg 



d e t e rm i ning m e ano d e tects an i 



l egal acccoG; and 
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wherein tho cryptdsy b tcm koy updating moano updatoG tho abovo two 
kinds of cryptooyetom ko^o for each occosg to the Gyctom. 



Claim 2. (Currently AViended) A method for preventing illegal ug o of 
so^twafe access to secret infWmation , the method used in a system which 
comprises a secret information storage means for storing encrypted secret 
information to be protected from illegal access and a cryptosystem key storage 
means for storing a cryptosyi;tem key used for decrypting the-encrypted secret 
information stored in the secret information storage means, the method 
comprising the steps of: 

determining whether an IHegal-access to the system is p c rform o dillegal ; 

and for each access to the system, 

if the access to the sy$tem is legal, updating the cryptosy stem key for 



decrypting encrypted secret i 



iformation prior to decrypting the secret 



information, such that the cr\ 




ptosystem key will correctly decrypt the secret 



Gom o updat e d k o y for a cryptoGyGtom koy UG o d for 



information, and providing the 
r o cncrypting the Gocrot information Gtored in the socrdt Information Gtorage 



m o onG and o cryptOGyGtom kdy which \o Gtorod o g tho updated cryptoGyGtom 



k o y i n the cryptosyGt o m key s 



torago moans 

n illega l accoGG to tho Gystem iG performed; 



if no ill e gal occogg iG detect e d in th e 



Gtep of determining whether c 

if the access to the sysltem is illegal, updating the cryptosystem key for 



decrypting encrypted secret information prior to decrypting the secret 



information, such that the cryptosystem key will not correctly decrypt the secret 



information- providing differeni 



cryptOGyGtem koyG if an illega 
wh e ther a n il l egal acc e ss to tnc GyGtem iG performed. 



updat e d keyG for th o abov e two kindG of 



accoGS is detected in the Gtep of determin i ng 



Claim 3. (Currently Am(jnded) A storage medium storing a computer- 
executable program for preventing illegal use of Goftwareaccess to secret 
information , the program usee in a system which comprises a secret information 
storage means for storing encrypted secret information to be protected from 



illegal access and a cryptosys 
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decrypting #>e- encrypted secret information stored in the secret information 
storage means, the program including the processes of: 

determining whether an ille g al access to the system is porformed illegal ; 



and 



for each access to the system, 

if the access to the system is legal, updating the cryptosystem key for 



decrypting encrypted secret information prior to providing the secret 



nformation, such that the cryptosystem key will correctly decrypt the secret 



information, and providing th e 



sam e updat e d k e y for a cryptosyst e m k e y us e d for 



rooncrypt i ng th e s o cr o t i nform a tion stor e d in th e secret i nformation storag e 



m e ans a nd a cryptosyst o m k e y which i s stored a s the updated cryptosyst e m 



k e y i n the cryptooyGtcm key storage means if no i l logal acc e ss is detected in the 
stop of det e rm i ning wh e ther an il le ga l acc e ss to th e syst e m is p e rform e d; 

if the access to the system is illegal, updating the cryptosystem key for 
decrypting encrypted secret information prior to providing the secret 
information, such that the cryptosystem key will not correctly decrypt the secret 
information. providing diff e r e nt updat e d k e ys for the above two k i nds of 



cryptosystem k e ys if a n i lle ga l a ccess is d e t e ct e d in the st o p of d e termining 



wh e th e r an il le ga l acc e ss to the syst e m is perform e d 



Claim 4. (Original) A system for preventing illegal use of software as 
claimed in claim 1 , wherein jthe secret information storage means and the 
cryptosystem key storage means are separately constructed. 



Claim 5. (Original) A 
claimed in claim 2, wherein 



method for preventing illegal use of software as 
the secret information storage means and the 



cryptosystem key storage means are separately constructed. 



Claim 6. (Original) A storage medium storing a computer-executable 



program for preventing illegal use of software as claimed in claim 3, wherein the 
secret information storage ipeans and the cryptosystem key storage means are 
separately constructed. 
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Claim 7. (Original) A syst 



:1m for 



preventing illegal use of software as 



claimed in claim 1 , wherein the system is applied to an IC card. 



Claim 8. (Original) A method for preventing illegal use of software as 
claimed in claim 2, wherein the system in which the method is used is applied to 
an IC card. 



Claim 9. (Original) A storage medium storing a computer-executable 
program for preventing illegal use of software as claimed in claim 3, wherein the 
system in which the program is used is applied to an IC card. 



Claim 10. (New) A compt 



ter system as claimed in claim 1 , wherein, upon 




each access to the system, the secret information is correctly decrypted with a 

cr 



cryptosystem key stored in the 
information is then re-encrypted 
cryptosystem key for decrypting 



ryptosystem key storage means, the secret 
using a different cryptosystem key, and the 
the secret information is then updated in 



accordance with whether the attempted access is legal or illegal. 

Claim 1 1 . (New) The computer system as claimed in claim 10, wherein 
the access to the computer system is an attempted access to the secret 
information. 

Claim 12. (New) A method as claimed in claim 1, wherein, upon each 
access to the system, the secret information is correctly decrypted with a 
cryptosystem key stored in the cryptosystem key storage means, the secret 
information is then re-encrypted using a different cryptosystem key, and the 



cryptosystem key for decrypting 



the secret information is then updated in 



accordance with whether the attempted access is legal or illegal. 



Claim 13. (New) The method as claimed in claim 12, wherein the access 
to the computer system is an attempted access to the secret information. 
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Claim 14. (New) A storage medium as claimed in claim 1, wherein, upon 
each access to the system, the secret information is correctly decrypted with a 

cryptosystem key storage means, the secret 
information is then re-encrypted using a different cryptosystem key, and the 
cryptosystem key for decrypting the secret information is then updated in 
accordance with whether the attempted access is legal or illegal. 



Claim 1 5. (New) The 
access to the computer systenji 
information. 



stdrage 



medium as claimed in claim 14, wherein the 
is an attempted access to the secret 
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